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Network-based Machine Learning for Privacy Preservation
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Mach ! ises to bring valuable insights needed for innovation on the growing

volume and mmpkxmr of data. Particularly critical big data such as bio-medical data, which
is generated continuously and from diverse sources (eg mlrt watches and medical records)

requires not only optimal results hu( aha the g Y ion of the individual's data.
As it turns out, existing machi echni ques are unable to cope with these emerging
challenges of big data. Amdclyuud for hine k ing is cl ing that brings
valuable inference of data such as mﬂllml is for the bi dical data.

In this study, we focus on using network m'urlum to design an adaptable and localized
clustering algorithm that provides existing hi ig techniques with privacy preserv-

ing feature. Although omni-present in data, networks are often discarded in machine learning.
Therefore, we propose using a network-based approach to benefit from network science to trans-
form big data into k st which enables to dy ically cluster data while preserving
privacy. The method applies a set of defined rules (based on a probability similarity function)
in order to generate the nodes and ivity p of the k from the source data.
The links are g d such that nger connections through the nodes reflect the likelihood of
belonging to the same cluster. In addition, wlule ;mennng the network, the k-degree anonymity
technique is applied to decrease possibl itive data which results in an
enhanced privacy preservation achi learning technique. Benefiting from the privacy exposure
metric (2], we measure the privacy quality of the proposed sch The k structure is
beneficial for providing not only privacy preservation but also adaptability on the scheme.

We the perfc of our approach on bio-medical big data for Parkinson’s Discase
Map [3]. Our approach provides privacy preservation to bi fical data while improving the
lenmmg of dmgxm by adding new data regarding a certain disease. Additionally, the pwpacd

daptive to dy ic data and has low computational complexity. We expect that
our nl(nmhm has an impact on other applications of big data such as hme series dataset. More-
over, venhophnmpmvidc xperi on paring the cl ng quality of our method
with existing
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Abstract. We consider the problem of automatically generating net-
works from data of collaborating researchers. The objective is to apply
network analysis on the resulting network layers to reveal supplemental
patterns and insights of the research collaborations. In this paper, we
describe our data-to-networks method, which automatically generates a
set of logical network layers from the relational input data using a linkage
threshold. We, then, use a series of network metrics to analyze the im-
pact of the linkage threshold on the individual network layers. Moreover,
results from the network analysis also provide beneficial information to
improve the network visualization. We demonstrate the feasibility and
impact of our approach using real-world collaboration data. We discuss
how the produced network layers can reveal insights and patterns to
direct the data analytics more intelligently.

Keywords: Collaboration data - data-to-network - network visualiza-
tion - data analysis - interaction methods
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