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General Information

e Background
o Engineering - Mechatronics and Aerospace
o PhD Candidate - Joined PCOG in October 2017
o loT and UAVs - Joint Program SnT-ILNAS

e Research and Standardisation
o Scope of PhD - next generation UAV Traffic Management system (UTM 29)
o Standardisation - national delegate / HoD at NMC and ISO
o Status - Finalising and writing thesis

e Closing Remarks
o Standardisation and innovation
o The potential, the challenge and the opportunity



loT in Aerospace Sector

Transformation of Aerospace

® Introducing new concepts and space missions (Starlink, OneWeb, etc.)
® Enhancing flight sensory systems
® Reducing grounding time

¢ Improving management and maintenance

One subsector that is rapidly expanding is commercial Unmanned Aerial Vehicles (UAVs)

® The global commercial UAV market set to reach $46.4B in 2025 from $17.8B in 2019
® Compound Annual Growth Rate (CAGR) of 20.5%

® The number of UAVs will grow from 12.2 million in 2019 to over 18.1 million in 2025
® Potential applications ranging from monitoring to logistics and eHealth

® Scalable and resilient UAV Traffic Management (UTM)


https://www.cbi.eu/market-information/outsourcing-itobpo/internet-things/
https://www.iso.org/news/ref2419.html
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UAV Traffic Management (UTM)

Motivation

Authorities and society seek solutions to overview all UAVs, users and traffic, especially in cities
— UTM

Key Challenges

* Centralised systems
* Poor scalability and resilience

* Lack of regulations and technical standardisation



UAV Traffic Management (UTM)

Research Goal

A UTM with distributed decision making allows for better scalability and resilience.

Research Questions

Investigate the possibility of developing a fully distributed UTM that is capable of intelligently
handling highly dynamic and challenging traffic conditions.

I.  How to model the UAV traffic in the class G airspace?

ii. How to define optimisation model(s) encompassing problem specific constraints (3D mobility)
and objectives (time, energy, connectivity)?

ii. How to design distributed UAV traffic behaviours that benefit the global traffic system?

iv. What role standardisation plays in UTM development and how research and standards can
align to address obstructing challenges?



Multilayer Low-Altitude Airspace Model

Low altitude airspace
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S. Labib, N.; Danoy, G.; Musial, J.; R. Brust, M.; Bouvry, P. A Multilayer Low-Altitude Airspace Model for UAV Traffic Management. In Proceedings of the gth ACM Symposium on Design and Analysis of Intelligent Vehicular Networks and Applications DIVANet'19. ACM, 2019.



Multilayer Low-Altitude Airspace Model

Multilayer Multi-weighted Network Model

Mciassc = (GM’ N, WE)

The airspace contains a non-empty set of layers N, each —
layer being represented as a graph of nodes and airways
Gm = (Vm, Am). Nodes can belong to one or more layers. — ESi:
[N ]

V= JviaenN

a=1

Each edge, i.e. airway, is assigned three different weights
defining travel time, energy cost and traffic capacity respec-
tively: ayy = (u,v,a,t,e,c) with u,v € Vjy, ¢ € N and IR
t,e,c € Wg, anon-empty set of weights at event step, E. r

The set of edges is composed of intra-layer edges, i.e.,
airways within one layer (A%), and inter-layer edges, i.e.,
airways connecting layers (A% #), with a, f € N.

T

1
i
AV,

|N| [N| — =T = '7’;_—\@—" = St
=) U (U a) R
a=1 a,f=1,a#p
with A C V¥ X V¥ and V* afinite, non-empty set of nodes
on layer «, and AP Cc v x VF; with a,f €N, a # fand -

V# a finite, non-empty set of nodes on layer f.

S. Labib, N; Danoy, G.; Musial, J.; R. Brust, M.; Bouvry, P. Internet of Unmanned Aerial Vehicles: A Multilayer Low-Altitude Airspace Model for UAV Traffic Management. Sensors, 2019



UAV Connectivity

Evolution of UAV Connectivity and Role of 5G - U2X
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UAV Connectivity

UTM information flow

Centralised
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UAYV Traffic Optimisation

e Stage one - validation stage
We proposed and evaluated three heuristics:

® Static deterministic heuristic
Global Offline Static - UTM (GOS)

* Probabilistic heuristic with global knowledge of
network
Global Probabilistic Dynamic - UTM (GPD)

* Probabilistic heuristic with local 1 hop knowledge
of traffic conditions
Local Pheromone Guided - UTM (LPG)

[T
588

pisitd

m Gos
1000l |m G0 +
u 56

+
800 L]
2
H
Be00 *
2
&
w00l

+
o.+++%% F T

8

Path Changes.

1000

ol

g

1500
Traffic Sample Size

(a) Comparison of total UAVs’ travel time.

200 1500
Traffic Sample Size

(b) Comparison of total UAVs’ energy consumption.

(c) Comparison of total UAVs’ path changes.

S. Labib, N; Danoy, G.; Musial, J.; R. Brust, M.; Bouvry, P. Internet of Unmanned Aerial Vehicles: A Multilayer Low-Altitude Airspace Model for UAV Traffic Management. Sensors, 2019
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UAYV Traffic Optimisation

e Stage two - multi-objective optimisation

We motivate a multilayer path planning architecture

A novel distributed path planning algorithm
for autonomous UAVs

* Initial global planner (not dynamic)

* A dynamic responsive multiobjective path
planner

* A dynamically updated Multi-Criteria
Decision Matrix

* Relying on pheromone model - extended
Local Pheromone Guided (eLPG).
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UAVs in loT - Recap
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Data Protection Privacy and Security

Threats/Vulnerabilities! c

.
= Ransomware l

Application Hijacking

No 2-factor authentication
Insecure web interfaces
No account lockout

Application(s)?

= Unverified platform access

= Plaintext username & passwords
= Insecure admin interface

= Insecure cloud backend APIs

= Denial of Service (DoS)

Man-in-the-middle
Hacked/no encryption
No ecosystem access control

No network segmentation

= Distributed DoS

= Unsecure protocol translation
= No deep packet inspection

= Firewall breach

= Ports open unnecessarily

7

= Malicious code / malware virus
= Brute force attack

= Rootkit booting

= Removal of storage media for

data theft
= Firmware extraction
= Directed energy

=  Physical tampering

= External ports on device

Gateway

1
—

1 Attacks on identity & access management is a possible threat on all layers
2e.g.: CRM, ERP, SCM, PLM
3 User: can represent a person, device, process, application or system

Un-Authenticated & Un-
Authorized access

Social Engineering
Privilege escalation

No limit on admin
capabilities

Accidental malware infection

1
1
Platform

o
=
9
1

User®

Security Components

= Dataatrest

= Platform & application integrity
verification

= Unified threat management
= User awareness assessment

= Secure decommissioning

Access control

Control in-mission configuration
Firewall / IPS / IDS

End-2-End encryption

Updates & patches @ Secure
Cloud

Vendor control

Physical security

Data at rest

Device authentication
Device identity
End-2-End encryption
Risk assessment

\

Secure Device/
Communication

Secure
Data Transfer



Closing Remarks

e Potential
loT is already a reality and it is taking the aerospace industries by the storm, allowing for
new value-added services, applications and enhanced customer experience.

e Challenge
The required technical standards yet lag behind what is being deployed, making it relatively
easy to develop and adopt non-standardized loT and UAV systems,

e Opportunity

Adopting or endorsing evolving standards is not only an effective way of showing
commitment and promoting an open approach, it allows early adopters the opportunity to
shape technical standards, creating additional revenue by promoting patented intellectual
property and preferred technical approaches.
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